RoBIN LUNDE

Stalverkskroken 26, 0661 Oslo +47 97 19 88 83 LinkedIn robin@robinlunde.com

RESULTS

® Increased current team from two to four members in less than 6 months
Won multiple big framework-agreements as bid manager and SME for penetration testing
Helped build and improve PwC Red Team and improve marketing. Helped build a reliable client portfolio.
Laid foundation for a client commitment of more than 5 million NOK a year

e Reduced the average time from a bug bounty report was verified until the issue was fixed from 1 month to
8 days

e Organized and transitioned to a Public Program on HackerOne, including removing a backlog of 30 security
issues in under 2 months

SKILLS

Computer Science
e  Programming languages:
Python, BASH, JavaScript, NodelS, Java, C, Assembly, SQL

e Tools:
Burp Suite PRO, Kali Linux, NMAP, NetCat, MITM Proxy, Metasploit

e Other:
GCP, Azure, OWASP Top 10, JIRA, TCP/IP, Automation, HackerOne

CERTIFICATIONS & TRAININGS

Certified Ethical Social Engineer - January 2024

Practical Application of Social Engineering - January 2023

SpecterOps: Adversary Tactics: Red Team Operations - April 2021

GIAC — Penetration Tester (GPEN) - 94% score — Passed 22 October 2019
Offensive Mobile Exploitation & Reversing — Typhooncon 2019

RESPONSIBILITY & LEADERSHIP

e Responsible for the daily operations of the LINE Bug Bounty program, with a yearly budget of about
$300.000

o Leadership experience from the Norwegian Armed Forces

e C(Client contact and project lead for multiple million NOK engagements. Responsible from initial
contact, scoping and budgeting, until delivering the final product, as well as follow up

| am skilled at identifying areas of improvement, then planning and acting on this information in order to
achieve results. | am used to taking on responsibilities, working independently and planning and following
up my own tasks and tasks assigned to co-workers.

SECURITY

e Experienced in performing risk assessments and penetration tests for services and code bases from
many big, international companies

e Have experience from bug bounties. Have found vulnerabilities in the services of multiple programs

e Have tested a large quantity of well known services and companies, using an array of different
technologies

e Have experience in testing applications, infrastructure, and ICS and OT equipment

e Also have experience testing a wide variety of other programming languages and frameworks


https://www.linkedin.com/in/robinlunde/
https://hackerone.com/line
https://hackerone.com/

WORK EXPERIENCE

2023.08 - Security Expert, Semaphore Consulting Partners
- Stand-in team lead {\
- Security consulting and assessments
- Leading and performing penetration tests
- Tool development and effectivizing operations
2020.11 - 2023.08 Manager, PwC Norway
- Red Team Operator as part of the PwC Red Team pWCL
- Development of offensive tools

- Project lead and client contact for multiple clients with engagements
worth over 1 million NOK

- In charge of marketing of the cyber department
2019.01 -2020.10 Application Security Engineer, LINE Corp.
— Engineer responsible for finding, evaluating and reproducing L I N E
vulnerabilities and consulting on how to remedy the issue

— Improved efficiency of the LINE Bug Bounty program, reducing the
workload by 1/3.

— Time from report submitted to first response went from 15hto 4 h
on average, since | began leading the team

— Responsible for operations, analysis and maintenance of multiple
critical tools that detect vulnerabilities in our live environment

2018.04 - 2019.1 Infrastructure Security Engineer, LINE Corp. L I N E
— Develop solutions to collect data for analysis and use it to improve
existing solutions

— Responsible for functionality that evaluate the security of each
employee and presents the results using a score from 0-100
together with keywords, in order to improve security

2012.09 -2013.08 Sergeant, Norwegian Armed Forces
— Squadleader for two Military Intelligence squads (16 soldiers)
— Responsible for training, education and daily operations FORSVARET
EDUCATION
2016.09 —2018.09 Masters of Media and Governance: Cyber Informatics, Keio University SFC
2013.09 —2016.06 Bachelor of Informatics: Programming and Networks, University of Oslo

Major: Computer Security

2011.07 —2012.06 UB-Jeger, Heimevernets Befalsskole (The Norwegian Home Guard’s NCO school)

PERSONAL

I am a reliable and self-driven person with leadership experience. | love new challenges and expanding my horizon. |
believe a wide platform of knowledge is important for continued personal development. My hobbies are software
and hardware development and testing, security challenges like CTFs and Wargames, participating in Bug Bounties
and working out.

LANGUAGE
° Norwegian (Native) ° English (Business)

° Japanese (Fluent) ° Spanish (Beginner)



